Introduction to Information Technology (IT) Security for New Employees

Before you are given access to a NASA (government) computer system, there are a few things you should know that will help you use the system in a proper and secure manner. With the privilege of using Government equipment to do your job, comes responsibility.

This introduction will explain those responsibilities and includes the following topics:

· Computer Ethics

· Fundamental Principles

· Incident Response

· Hostile Code

· Do IT Right!

Computer Ethics

The history of NASA's many accomplishments and the ability for NASA to continue in its tradition is directly related to the integrity of the NASA community. Employees of NASA and its contractors are expected to work with a high standard of ethical performance. Computers are for official business and authorized activities only to enable you to perform your job efficiently and effectively and are not to be misused or used for prohibited activities. The following is guidance for the ethical and legal use of IT resources belonging to NASA. 

Official Business

Official business broadly includes any computer processing that is required as part of the job. Official business includes, but is not limited to, the performance of NASA work-related duties in position descriptions, professional training and class work, work covered under grant agreements with NASA, tasks directed via NASA contracts, and agreements with international partners.

Authorized Activity

With the concurrence of your Center management, some less formal activities may be authorized. Authorization for such activities should be specifically documented by management and may include the following: 

· work related events, such as technical symposiums, classes, and presentations

· activities sponsored by the Center, such as a child care center and carpooling activities

· events and activities specific to a particular NASA or Center organization

· Center sanctioned activities, such as blood drives, sanctioned clubs, and organizations.

Permissible Use

Some occasional personal use of electronic mail or the Internet is permitted provided it does not interfere with the employee's work or the work of others. Use of government computing systems for personal use must be limited to brief periods during non-duty hours. When communication cannot reasonably be made during non-business hours, employees may exchange brief messages with persons or entities such as a spouse or dependent; someone responsible for the care of a spouse or dependent; state and local government agencies on personal matters; or medical care providers.

Prohibited Use 

Some uses of NASA computer systems are clearly outside the boundaries of official business and permissible use. Prohibited uses of NASA's IT resources include using the system to do any of the following:

· Participating in any activity or information exchange which would violate federal law, regulation, or policy

· Exchanging information that would not be permitted in any format such as hate literature, sexually explicit material, sexual harassment, or racist literature

· Maintaining or operating a personal business

· Monitoring network traffic

· Accessing IT resources; or copying data, files, or software without prior authorization

· Exchanging pirated software (pirated software is illegally copied copyrighted software)

· Participating in Chat Rooms or News Groups that do not support official or permitted use

· Sending chain letters, personal mass mailings, hoaxes, or harassing messages

Remember that any use of government resources for communication will identify you as a representative of NASA. Make sure that you make it clear that any opinion expressed is your own and not that of NASA, unless you are communicating in an official capacity.

Fundamental Principles

NASA defines Information Technology security as a set of policies, procedures, and guidance for ensuring the security of NASA's IT resources. It includes IT security management, planning, implementation, and performance evaluation. The IT Security Program covers all IT resources, such as computers, networks, telecommunications systems, applications, data, and information.

Elements

There are three elements of information or services that require protection: integrity, availability, and confidentiality. All three are essential to computer security.

· Integrity assures information has not been changed, altered, or destroyed in an unauthorized manner. 

· Availability means that information is there when you need it. A system, or information contained in a system, is usable by an authorized user according to the system's designed performance specifications.

· Confidentiality ensures that only authorized people or processes are able to access the information.

Information Sensitivity

All of NASA's information is sensitive to some degree and should be protected. However, different categories of information should be protected using different means according to the risk and impact of their being altered, destroyed, made unavailable, or disclosed.

Incident Response

A computer security incident is any event whereby some aspect of computer security could be threatened: loss of data confidentiality, disruption of data or system integrity, or disruption or denial of availability.

Incident Response is the process by which an event that is considered to be an incident is managed through a series of steps designed to minimize the effects of the occurrence. In this section, you will be given some help in how to recognize an incident and how you as a user should handle the event. Security personnel or technical experts handle most of the investigation and the incident response process. 

Computer security incidents don't usually identify themselves. Some virus programs display a message indicating their presence, but most incidents are harder to detect. They usually show up as a change in the way a computer system or program performs. If you think that something like this has happened to your computer or in your work area, notify your Help desk, your supervisor or the center’s IT Security Manager. It may be nothing more than a system malfunction, but it could also be something more serious.

What should you do if you think you have an incident? Here are the steps you should follow when you think your system is the target of an incident. 

1. Take notes (on paper not on your computer). Write down what, when, and where. Describe what you observed to make you think there has been an incident. How did your system act differently than before? Were any new programs recently installed? Did you receive any unusual e-mail? 

2. Notify the proper people, usually your supervisor, the help desk, or the IT Security Manager.

3. Only tell the people who need to know about the situation. And make sure you give them all the details. 

4. Don't do anything to your system unless instructed to do so. Don't shut it off or reboot unless instructed, and never try to fix the problem yourself. Let the technical people do that, because you may destroy evidence.

5. Don't use your computer to exchange information about the incident. Even after your system has been restored, incident data needs to be controlled.

Computer security incidents have potential to cause great damage to systems and the information they contain. As a user, you have a part in protecting these assets. The ability to recognize an incident early can make the difference between a minor inconvenience and a major system disaster.

Hostile Code 

Some incidents are caused by hostile code. Hostile code is usually defined as software or firmware that is intentionally included or inserted in a system for a harmful purpose. Examples are viruses, worms, logic bombs, time bombs, or Trojan Horses.

The introduction of malicious logic into a system may occur as a result of an action by a user or a deliberate act by a person who has access to a system. Opening a virus infected e-mail attachment or downloading programs are ways a user can introduce malicious logic. Deliberate acts include installation of logic or time bombs and the introduction of trap-door programs by an unauthorized user. 

Virus and Worms

A virus is a hidden, self-replicating section of computer software, that propagates by infecting, that is inserting a copy of itself into and becoming part of another program. Viruses can be spread through a network or by removable media (floppy disks or CD’s). A worm is an independent program that propagates from machine to machine across network connections and may consume computer resources destructively as it spreads. One difference between worms and viruses is that worms do not attach to other programs or files. 

Bombs and Trojan Horses 

There are two types of bombs: time bombs and logic bombs. A time bomb "detonates" or executes at a specific predetermined time. A logic bomb executes when a predefined condition is met. A Trojan Horse is an application that appears useful, but contains hidden, malicious functions. 

Trapdoors and Backdoors 

A trap-door or back-door is a hidden computer mechanism (usually software) that can be used to gain access to the computer without being blocked by security services or mechanisms. A trap-door is usually installed by an intruder. A back-door is usually left in place by the system's designers or maintainers to simplify development and maintenance, and usually is not publicly known. 

Hostile Code Propagation 

Hostile code can be unknowingly introduced by the user or placed in a system by individuals without the user's knowledge.

The most common method of introduction is via the network. This can happen by infected e-mails or downloads of programs. The most malicious acts are those by hackers or intruders that install hostile code. Users can install hostile code from removable media without realizing it. The installation of untested applications such as screensavers, utility programs, or games that are given to the user by friends all have potential for installing hostile code.

Do IT Right

The next few pages include things that you should do to help prevent computer security problems. Even though you are just starting out, following these recommendations will help you avoid problems.

#1 Un-Solicited E-Mail

Opening unsolicited e-mail attachments without verifying their source and checking their content first is the greatest contributor to the spread of viruses and other hostile code. Most viruses are contained in attachments to e-mail, either in an infected document or in an infected executable file. Anti-virus software can protect you from some of these, but only if the anti-virus software is running and kept up to date. Make sure you know the source of any attachment to e-mail. Even if it comes from someone you know, it could still cause a problem.

#2 Software Installation

Installing software from unknown sources is one of the common entry points for viruses and Trojan Horse software. It doesn't matter if the software comes on a floppy disk, CD-ROM, or is downloaded from the Internet. It has the potential for installing hostile code. You should know the source of the software; even colleagues may unknowingly provide infected programs. Use extreme care in introducing new software into a system.

#3 Password Practices

It is tempting to use the same passwords for multiple systems, and to choose passwords from words that personally mean something to us. However, easy-to-guess user passwords have been shown to be one of the easiest ways that hackers can gain "authorized" access to a system. 

The following are guidelines for creating passwords.

· Passwords must be at least 8 characters long.

· Passwords must contain a mixture of upper and lower case letters, numeric characters, and special characters.

· Passwords must not contain any form of your name, user ID, birth date, family member name, pet name, or other personal information.

· Passwords must not be a word found in any dictionary.

· Passwords must not relate to any NASA project or organization, any vendor product, or the name of a vehicle or sports team.

· Passwords must not be shared with anyone.

· Passwords must not be written down.

#4 Social Engineering

Social engineering is a term for the use of non-technical methods to gain information that could be used to gain un-authorized access to a computer system. One doesn’t even need a computer to successfully execute a social engineering attack. Impersonation, tricks, bribes, blackmail, and threats are used to gather information during a social engineering attack.

Social engineering relies on people's willingness to be helpful. It is important for users to resist efforts by people unknown to the user to gain information about their computing system or computing environment. Most social engineering occurs in a phone conversation, but some use e-mail requests. 

Conclusion

This course discusses some of the elementary principles of IT Security. It introduces some important concepts that you need to know as a user of a government computer system. There is much more to IT Security and we encourage you to learn more about it from the many available sources.
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