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This policy defines the responsibilities of all users of information technology (IT) resources operated as part of LASP programs at the Goddard Space Flight Center to ensure that an appropriate level of protection of those resources is maintained and that they are used in an efficient, ethical, and lawful manner.

Consequences of Behavior Inconsistent with these Rules

Incidents are handled by the system administrator (SA), Organization Computer Security Official (CSO) or by management as appropriate. Examples of consequences include but are not limited to the following. Computers with known vulnerabilities may be blocked from remote network access at a local router. Computers configured with an incorrect or unregistered IP address may be disconnected from the network. Ethics violations may result in personnel actions being taken, depending on the gravity of the situation. A user may have restricted access to resources, if warranted. Failure to abide by NASA, GSFC, Space Sciences Directorate or local Division policies may constitute grounds for termination of access privileges, administrative action, and/or civil or criminal prosecution.
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Account and Access Control Management

· Users shall only use system accounts for which they are authorized by having an approved account request form on file with the CSO.

· Users may not divulge their account id’s, passwords or other account access procedures to anyone else nor attempt to access any data or programs contained on systems for which they are not authorized unless they have been given explicit consent of the data/program owner. 

· When a user no longer requires access to these IT resources, they must notify the system administrator or CSO and make no further attempt to access these resources. 

Failure to comply with the statements above may result in the termination of access privileges and possible review by Directorate IT security staff or the C-ITSM.

· Users are also expected to monitor to the best of their ability any apparent unauthorized access or attempted access of their account or information associated with their account and to report any suspected events as specified in the “Reporting of IT Security Incidents” section of this policy.

Anti-virus Software

· Desktop (PC and Mac) workstations are required to have anti-virus scanning software installed and activated. If needed, please consult with your system administrator for assistance with proper installation and configuration.

· Users of these desktop systems are required to regularly update the scanner's virus definition file (preferably on a daily or weekly basis) as well as to perform a full scan their system's disk(s) and memory (preferably on a daily basis). 

Computers detected as being infected with a virus or worm may result in the ip address of that system being blocked until the system can be properly cleaned and which may also include possibly rebuilding the system from vendor install disks and file system backups.

· GSFC has a site license for MacAfee anti-virus software for PC’s and Mac’s which is available for download at http://cne.gsfc.nasa.gov/software/. This anti-virus software can be installed on your home computer if used to connect to GSFC networks.

Assignment and Limitation of System Privileges
· Privileged account access to a system will only be provided to system administrators or other personnel who demonstrate a need in order to perform their job duties. Privileged accounts include “root” on Unix computers and “Administrator” on PC’s.

· Non-system administrators who possess privileged account access are required to notify the system administrator responsible for that system of ALL operating system configuration changes including the installation or de-installation of any software made while using that account. 

Workstation owners who either decline or cannot be provided support by the Division's SA staff are required to be classified as SA's and have an SA appointment letter on file, must successfully complete all required SA training, accept responsibility for IT security and agree and adhere to the addendum for System Administrator's Responsibilities BEFORE using their computer. If the workstation owner cannot agree to these conditions, then the workstation must not be connected to any GSFC network until alternate arrangements can be made.

Authorized Use of Government IT Resources
· Government IT resources (e.g. computer equipment, networks, etc.) and use of Internet services such as the World Wide Web and electronic mail (email) are for authorized Government use only. However, some limited personal use may be allowed provided there is no measurable cost and that it doesn’t interfere with the employee’s work or the work of others. Please contact your CSO or refer to the GPG 2810.1 (section 4.2.4 - “Permissible Uses of Government IT Systems”) and the NPR 2810.1 (section 4.8 “Appropriate Use of Information Technology Resources”) for explicit detail.
· Computer users may only install application software or other electronic material that is either necessary to perform their job duties, allowed by Center policy or approved by the line manager and/or D/CSO. If you have any doubt about whether the software you are using or are intending to use would meet these guidelines, you must notify your CSO to identify the software and describe why you are or intend to use it. Also see “Proper Use of Copyrighted Materials”.

· By virtue of the fact that these are government computers for official government use, users consent to monitoring and security testing to ensure proper security procedures and appropriate usage are being observed for Center IT resources.

Failure to comply with the statements above may result in the termination of access privileges and possible review by Directorate IT security staff or the C-ITSM.

Backup Procedures

· System administrators are responsible for performing file system backups on most computer servers. However, file system backups of desktop workstations may be the responsibility of the individual owner/user. Contact your system administrator or CSO if you have a question about the backup status or schedule for your particular computer or file system.

Computer Security Patches

· System administrators must notify the CSO of the platforms and software for which they are responsible and thus need security and vulnerability information.

· Computer security announcements will be distributed in a timely manner to system administrators and other desktop workstation owners who administer their own systems.

· Patches are to be installed as quickly as possible depending on the urgency of the security hole, and on the priority of the security violation, and on the existing high priority work of the System administrator.

Depending upon the situation, failure to apply patches in a timely manner could result in your system being compromised, your Division,  Branch or project potentially being charged for Code 297’s time expended on the incident and in some circumstances may result in its IP address being blocked at a local router to avoid a compromise. 
Connectivity to GSFC Networks

· Users must submit a request in writing or via email to the 680 CSO or Alternate CSOs to obtain a new ip address or to change or delete and existing IP address. 

· The network administrator will coordinate the request with the CNE. 

· Users are encouraged to have their system administrator configure the required software for such connectivity.

Computers configured with an incorrect or unregistered IP address may be disconnected from the network.

Dial-In Access

· Users may be able to remotely access some selected Division computers or services such as email from home or while on travel via their personal Internet Service Providers (ISP’s) as well as the dial-in modem and ISDN services provided by the CNE Project. The CNE now also provides a VPN capability to allow users a more secure method to access these dial-in services. Please check with your system administrator or CSO to determine which Division computers and services may be remotely accessible via either of these methods. Use of the dial-in services provided by the CNE are only intended to allow users a method to perform short-duration activities of no more than a few hours in length such as checking email.

· CNE dial-in account applications, VPN applications, policies, usage limitations and other related information can be obtained at http://cne.gsfc.nasa.gov/dialup/.

Observed misuse of a user’s CNE dial-in account or failure to abide by the CNE dial-in policies may result in those privileges being revoked. 

Disposal of IT Resources
· Users are first required to follow the procedures stated in the Handling of Sensitive Information section (if applicable), to notify their property manager of any IT resource being excessed, moved or reassigned to another employee and then to notify the CSO if the device was assigned an ip address that is then no longer needed.

Handling of Sensitive Information

· Sensitive information includes information controlled by ITAR, procurement-sensitive information, proprietary information, information controlled by the Privacy Act and other administratively sensitive information such as Administratively Controlled Information (ACI). 

· International Traffic In Arms Regulations (ITAR) data imposes extra IT security requirements and restricts distribution of certain information dealing with instruments, spacecraft, and supporting ground systems to avoid access by foreign governments, etc.  The controls include but are not limited to separation from public access on web, two factor authentication for access, documented process for access authorization, information stored in encrypted format.  Check with the CSO for definitions of what constitutes ITAR information and the IT security requirements.

· Administratively Controlled Information (ACI) involves non-classified information but which is still considered sensitive and may include data such as that relating to criminal investigations of IT security incidents. In hard-copy form, ACI must be protected by an ACI cover sheet and stored in a locked container when not in use. In electronic form, ACI must be encrypted when stored or transmitted.
· Procurement-sensitive information includes requirements, budgets and selection factors related to a procurement solicitation as well as information related to the selection decision.

· Sensitive information must be protected against unauthorized access and unintentional distribution and may require the use of encryption and/or firewalls (consult CSO for guidance based on the sensitive information type). Diskettes or documents containing sensitive information must be clearly labeled as such and stored in locked containers when not in use or when you leave your work area. Electronic copies of sensitive information must be removed by the user from any system before being disposed of or when sent out for repair. Paper copies of sensitive information no longer needed must be shredded and sensitive information on disk or diskette must be erased.

Significant penalties can result from the mishandling of sensitive information.

Limits on System Interconnection

· For access to multi-user systems, users are generally required to invoke the login process (userid/password). We do allow users to have .rhosts files that allow them to login to remote machines without needing a password. System administrators strongly encourage people to only list local machines in their .rhosts file. The uses of one-time passwords and of Secure Shell (SSH) are encouraged by the system administrators.

· Peer to peer file sharing software shall not be installed on a system unless it is required for government program use. When required on a system, the DCSE and system administrator shall be notified. Please consult with your CSO to determine what constitutes peer to peer file sharing software.

Password Management

· Passwords are required on all user accounts and must satisfy the NASA password guidelines stated in the NPR 2810.1 including that they be a minimum length of 8 alphanumeric characters and contain at least one character from at least three of the following sets of characters: uppercase letters, lowercase letters, numbers, special characters. 

· Users shall not share their password with others. 

· Users must use different passwords for each unique machine and for each unique organization (e.g. GSFC organizations, university accounts, private Internet Service Provider).

Many system compromises result from user’s choosing trivial passwords or their passwords are intercepted when logging in to GSFC computers from offsite systems that have been compromised. The spread of the compromises is often compounded by using the same password across multiple computers including offsite systems.

Personally Owned Computers

· NASA does not encourage the use of personally owned computers on its networks.

· Users who desire to use personally owned computers at GSFC to perform their work duties must first obtain approval from the D/CSO but will then be solely responsible for the protection and system administration of that computer. 

· Personally-owned computers connected to a GSFC network must be scanned for vulnerabilities and audited to ensure they meet the IT security requirements stated in the latest NPR and GPG 2810 documents (including warning banners, patch updates, virus scanning as well as mitigating configuration weaknesses found from the Center or Directorate vulnerability scans). 

Users must also accept that if their personally owned computer is involved in an IT security compromise while connected to the GSFC network, the compromise may be considered a crime and the computer may be confiscated and held by law enforcement representatives to collect and preserve evidence.

Physical Security

· If you leave your computer for an extended period of time, either log out of your account or have screen lock invoked to prevent unauthorized use of your account. 

· Users should lock their office after hours and when they leave for an extended period of time. 

· Users have a right to ask for a badge or other identification from unknown personnel located in their work areas.

Proper Use of Copyrighted Materials

· System administrators must ensure computer systems under their responsibility have valid software licenses. 

· Users are responsible for the valid licensing of software on their computer workstations. 

· Individuals are responsible for determining themselves or seeking guidance via email from the CSO or other Division management whether it is appropriate to download or install copyrighted material on their computer.

Users shall not make or use unauthorized copies of copyrighted software and other electronic material (such as copyrighted music, movies, etc.) except as permitted by law or by the owner of the copyright.

Reporting of IT Security Incidents

· Users are required to report all observed compromises of IT security (viruses, unauthorized access, theft, inappropriate use or other suspicious activities) to the system administrator of their system and their organizational manager. Call or visit the system administrator, do not send clear text email. If a system administrator is not available, the user must then attempt to either contact the CSO, DCSE, DCSO, or only in the event of a system compromise or unauthorized access, the C-ITSM. Please refer to the contact information at the end of this document and the reporting procedures which can be found at http://eitsb.gsfc.nasa.gov/report-incident.stm.

· The C-ITSM will then provide explicit instruction to the DSCO and DCSE for actions to be taken during and after the incident investigation. 

· Consult with the CSO for any contingency actions as needed as well as steps needed for restoration of service.

Spam Email

· Email with any type of threat to do harm should be forwarded immediately both to your CSO as well as to the Center IT Security Manager at itsm@listserv.gsfc.nasa.gov.

· All other email abuse regardless of type should just be forwarded either to your CSO or, if the email was received at a Center provided pop server such as pop600.gsfc.nasa.gov, directly to abuse@abuse.gsfc.nasa.gov. Users should first delete any file attachments and then provide a brief description of the problem (if a virus, pornography, spoofed email, etc…). 

Warning Banners

· System administrators are responsible for ensuring that an approved NASA warning banner is displayed on all interactive access points (for example, console login, telnet, ftp, and http) and on all non-interactive access points that provide a human readable response for each computer under their responsibility. 

· The current warning banner text can be found at http://eitsb.gsfc.nasa.gov/docs/doc-templates.stm.

Computer systems observed as not having warning banners properly applied may result in the system’s IP address being blocked at the local router.

Web Server Security Guidelines

· Organizations shall limit the number of Web servers where practical to reduce the security risks and shall adhere to the web server registration and configuration policies available at http://webmasters.gsfc.nasa.gov/.

Work at Home

· All computers used at home for government work must adhere to the Anti-virus Software and Computer Security Patches sections of this policy.

· As applicable, users working from home must adhere to the Dial-in Access, Handling of Sensitive Information and Personally Owned Computers sections of this policy as well as OHR’s telecommuting policy available at http://ohr.gsfc.nasa.gov/family/telecommute/policy1.htm.

· Users with government related files on their home computers must ensure adequate backups of these files exist. 

· Users must get a property pass from the property custodian before taking home any government owned equipment. The user will use this equipment for government-related business only. 

References:

· NPR 2810.1 – available at http://eitsb.gsfc.nasa.gov/docs/nasa-agency-dir.stm.

· GPG 2810.1 – available at http://eitsb.gsfc.nasa.gov/docs/center-docs.stm.

Contact Information:

The Center IT Security Manager (C-ITSM) can be reached at 6-2486 or by email at itsm@listserv.gsfc.nasa.gov. However, the C-ITSM shall only be contacted in the event of a system compromise and only when the CSO, DCSE or DCSO cannot be reached.
The current list of CSO’s, DCSO’s, DCSE’s, their alternates and their contact information can be found at http://eitsb.gsfc.nasa.gov/services/dcso/dcso.stm.

